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Abstract:  In this paper a robust image watermarking technique has been presented i.e. Discrete Cosine Transform. 

Watermarked data is encrypted for   the cryptography purpose. The main stratagem for the approach is to 

enhance capacity and security feature. Capacity is increased by the nesting technique as per which we will embed 

watermark into watermark. The frequency domain is used in this research as the spatial domain is less robust than 

this. Though the spatial domain is less time consuming but robustness is the most important factor to be 

considered for cryptography. 
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I.   INTRODUCTION 

In layman terms if we describe watermarking then it is more like inserting your information in a physical object just like 

when we see a 100 rupees note, a sequence of numbers are inserted into it to detect from a fake currency. And we use the 

same concept for digital watermarking then we have all the signals available as digital content. In this a signal with low 

energy is taken. This signal is then embedded into another signal. The signal with low energy is considered as a 

watermark. This signal may contain a sequence of bits, digital signatures, your credit card number or any information 

critical data that cannot be transferred in plain text. This is then embedded into original signal. We call this signal as cover 

signal. This actually covers the watermark. We can consider a cover signal as a stand-alone picture/image, audio clip, 

video clip or any digital document in digital format.  

The system for digital watermarking consists of mainly three components; first one is embedder or watermark embedder.  

In this embedder we embed low energy signal which we call watermark into main signal which we called cover signal.  

For every secure contents there has to be a secure or private key. This key identifies the uniqueness of watermark signal. 

The second component is communication path or we can say communication channel from which watermark signal has to 

be travelled. On which unauthorized person can attack and it may contain noisy data that may try to modify digital content 

of the watermark. Then we have third component which is called as watermark detector. This block helps to take out the 

watermark signal or to identify the watermark signal from the embedder. The key used in watermarking has to follow one 

to one correspondence which means that every single watermark would have lots of separate unique key to identify its 

identity. These private keys are to be known by only legal parties so that to provide surety that it can only be identified by 

the authorized users. Moving forward, we have communication channel which can easily be susceptible to noise hence we 

should brought a watermarking technique that should be resistant to these noisy signals. 
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II.   IMPLEMENTATION 

The block diagram for the encrypted watermark image transmission is given below. 

 

Watermark1 is taken. It is encrypted by using XOR operation. Encryption key E1 is used. We will get Encrypted E1 as 

output. Encrypted E1 is now embedded in the watermark2. Key W1 is used and the image received in output is 

watermarked1. Now watermarked watermark will be encrypted using XOR operation and key E2 is used. The output of 

this will be Encrypted 2. Now the output received in step 3 will now be embedded in grey scale cover image. Key W2 is 

used. And the output received from this step will be final watermarked image. 

We have considered a single image. We measure the quality of watermarked images in terms of PSNR (Peak Signal to 

Noise Ratio) and MSE (Mean Square Error). In ideal case PSNR should be infinite and MSE should be zero. But it is not 

possible for watermarked image. So, large PSNR and small MSE is desirable. To see that if the recovered watermark is 

identical to the one that is embedded we calculate only MSE. In this case it should be zero. 

III.   EXPERIMENTAL RESULTS AND ALGORITHM 

 

Fig.2 Input Image 

The „LENA‟ image is used as the input image in which watermark image is embedded. First we see the effect of 

embedding nested watermark in each image.  

 

Fig.3 Watermark Image 

The image given in the figure above is used as the watermark in the input image of LENA. The watermarked image is 

then encrypted and the final output image is obtained with the invisible watermark. 
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Original Watermark                         Watermarked Watermark                       Difference 

 

Fig.4 Output Image with Invisible Watermark 

function y=psnr(processed,original) 

processed=im2double(processed); 

original=im2double(original); 

[m n]=size(original); 

%mserror 

error=processed - original; 

se=error.*error; 

sumse=sum(sum(se)); 

mse=sumse/(m*n); 

%mserror 

ma=max(max(processed)); 

y=10*log10(ma*ma/mse); 
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Table.1. PSNR and MSE Calculation 

IV.   FUTURE SCOPE AND CONCLUSION 

Information security is an uprising field. Watermarking is contribution to it. Number od researches and studies are coming 

into practice day by day. This is further getting used in copyright protection and to provide security to the data which is 

available online. The data is more in the form of multimedia contents like audio, video, text, etc. The DCT technique has 

provided the better results in the frequency domain in terms of robustness which can further be enhanced with the 
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replacement of DCT with Discrete Wavelet Transform i.e. DWT. By the use of DWT we are able to insert more number 

of bits to the watermark as compare to the methodology which is without nesting watermarking. 
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